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It is obvious that some security measures have to be included in the de-sign of all mentioned examples of communication applications. The �rst stepin this process should consist of listing all security requirements desired forthe application. Threats and vulnerabilities of the system have to be iden-ti�ed. Next, the appropriate security mechanisms and techniques have tobe chosen (and adequately used) in order to counteract all possible attacks.Sometimes (not uncommonly in complex systems such as electronic votingschemes), some of the security requirements need somehow contradictory so-lutions. This forces the designer to �nd a balance among the desired securityproperties of the application.The �rst proposal of electronic voting scheme [Cha81] was included ina broader work regarding anonymous communication. Since then, manyother concrete electronic voting schemes have been devised. They rangefrom merely theoretical proposals to schemes which have been actually im-plemented over computer networks. Still, some of the commonly acceptedsecurity requirements do not have a satisfactory solution yet. Research iscurrently being undertaken on a number of open problems. In addition,electronic voting schemes have to face another important challenge: to gainsocial acceptance.The aim of this report is to give a descriptive introduction to the state-of-the-art in electronic voting schemes. No concrete topics will be explainedin detail because it is intended to be a general reading. The basic structureand security requirements of electronic voting schemes will be presented,together with the most common ways of achieving them. Therefore, some ofthe existent electronic voting schemes will be better covered than others.Section 2 brie
y describes the participants of an electronic election andthe di�erent voting phases. In Section 3, a list of security requirements isgiven. The discussion on how electronic voting schemes manage to ful�ll thedesired requirements will be done following a generic example. The exampleshown is not intended to be a precise proposal of voting scheme, but just acompilation of the main steps and actions that usually take place in mostproposals. In order to allow a clear presentation of the example, some of thespeci�c cryptographic techniques used will be reviewed in Section 4. Thegeneric electronic voting scheme is then presented in Section 5. Section 6is devoted to the discussion on how the used security mechanisms and toolsassure the desired requirements. Finally, Section 7 introduces practical issuesregarding implementation. 2



2 Participants and voting phasesBroadly speaking, the participants involved in an electronic election are acollective of voters and a set of voting authorities. The number and purposeof the di�erent voting authorities vary, depending on the precise electronicvoting scheme considered. Simpler systems consist of a single voting au-thority which includes all voting functionality, while more complex systemsdivide the voting functionality among several voting authorities, each witha well de�ned task. There are even some voting schemes which do not needany voting authority at all, and others that need the involvement of externalparticipants. As it can be seen, there is a wide range of possibilities. How-ever, only those schemes that consider the existence of, at least, one votingauthority, are suitable to be operated realistically over a computer network.Voting schemes with no need for voting authorities are based on some kind ofsecure multiparty computation among the set of voters. As a consequence,such schemes cannot be implemented practically for more than a handfulof people, because computation and communication costs are prohibitive.Therefore, they only have theoretical interest.Regarding voting phases, an electronic election can usually be dividedinto the following phases:� Registration phaseDuring this �rst stage, a certain voting authority creates the electoralroll and publishes it on the network. During a certain complainingperiod, voters should be able to post objections. After it, the �nalversion of the electoral roll is published by the voting authority.� Voting phaseDuring the voting phase, voters cast the desired ballots using the com-munication facilities of the network. The vote casting procedure mayneed a single session with a ballot collecting authority (which can bethe same authority as the one responsible for the electoral roll). Somevoting schemes need more than a single session, and it is not uncommonto have more than one voting authority involved in the voting phase.� Counting phaseAt the end of the voting phase, the ballot collecting authority stopsaccepting ballots. The counting process is initiated. Finally, the tally3



is published and made available through the network.3 Security requirementsAn electronic voting scheme is a complex system, facing a number of compul-sory security requirements. A single cryptographic protocol or mechanismalone is not enough to assure all desired properties. This is the reason fortalking about \voting schemes" and not just \voting protocols". A num-ber of cryptographic tools and protocols must be used together to guaranteethe desired security features. Some di�erent lists of security requirementsfor electronic voting schemes have been proposed. Nonetheless, the level ofagreement normally turns out to be high. The following list of four essen-tial security requirements comes by taking the list of properties proposed in[CC96] as a basis, and adding the third privacy's factor:� Accuracy: A voting scheme is accurate if (1) it is not possible for avalidated ballot to be altered, (2) it is not possible for a validated ballotto be eliminated from the �nal tally, and (3) it is not possible for aninvalid ballot to be counted in the �nal tally.� Democracy: A voting scheme is democratic if (1) it permits onlyeligible voters to vote, and (2) it ensures that each eligible voter canvote only once.� Privacy: A voting scheme is private if (1) neither election authoritiesnor anyone else can link any ballot to the voter who has cast it, (2) novoter can prove that he voted in a particular way, and (3) all ballotsremain secret while the voting is not completed.� Veri�ability: A scheme is veri�able if voters can independently verifythat their ballots have been counted correctly.4 Related cryptographic techniques4.1 Authentication and authenticated key exchangesIn most of the communication sessions involved in any secure applicationover a computer network, it is needed to have assurance of the identity of4



the party at the other side of the wire. There are many ways to reach thisassurance. For example, classical passwords serve this purpose. However,in open networks the most secure and convenient way (for many reasons)is known as strong authentication, and it involves public key cryptography.Using strong authentication protocols, any individual has to be previouslybound to a certain public key. The most widely accepted way of establishingthis binding is by certi�cates and certi�cation authorities [CCI88b]. Au-thentication procedures consist of, in some way, proving knowledge of thecorresponding private key.Using a strong authentication protocol, two communicating parties canverify the identity of each other. This is called peer-to-peer (bilateral) au-thentication. However, if authentication alone is used, nothing prevents anactive attacker settled between two legitimate parties to impersonate oneof them after authentication has taken place. This problem is counteractedthrough an authenticated key exchange during or following the authentica-tion phase. By carrying out an authenticated key exchange, both legitimateparties exchange a secret piece of information that will serve as a symmetricsession key. Authentication is linked to the key exchange, to have con�-dence of whom each is sharing the secret with. The exchanged session keyis used to encrypt all subsequent transmitted user data, thus providing mes-sage con�dentiality, authenticity and integrity. A very good discussion onauthenticated key exchanges can be found in [DOW92].4.2 Blind signaturesBlind signature mechanisms, �rst introduced by Chaum [Cha83, Cha85],allow some party to get a message digitally signed by another party, withoutrevealing any information about the message to the signer.Chaum demonstrated the implementation of this concept using RSA sig-natures [RSA78] as follows: Suppose Alice has a message m (actually mwould be the digest of the real message to be signed) that she wishes to havesigned by Bob, and she does not want Bob to learn anything about m. Let(n; e) be Bob's RSA public key and (n; d) be his private key. Alice generatesa random value r (called a blinding factor), such that gcd(r; n) = 1. Alicesends to Bob m0 = re �m mod n5



Since the value m0 is \blinded" by the random value r, Bob cannot deriveuseful information from it. Bob returns the signed values0 = (m0)d = (re �m)d mod nto Alice. Note that s0 = r �md mod n. Therefore, Alice can obtain the truesignature s of m by computings = s0 � r�1 mod nNow Alice's message m has a signature she could not have obtained onher own. Note, that even thought the signature itself is secure provided thatfactoring remains di�cult, the signature is still unconditionally \blind" sincer is random.Blind signature mechanisms are a fundamental element in untraceabledigital cash systems and in electronic voting schemes. However, they have animplicit major drawback. Note that nothing prevents Bob from signing anymessage chosen by Alice. This means Bob could actually be required to signvery dangerous strings like \I, Bob, owe a million dollars to Alice". To preventsuch attacks, cut-and-choose techniques are used. Cut-and-choose techniquesare based on sending to Bob a certain number, say p, of blinded messages.Bob chooses at random one of the received messages and requests Alice toreveal the blinding factor of all other messages. By checking that all p � 1unblinded messages are ino�ensive, Bob is convinced that the message thatremains still blinded is ino�ensive too. The probability of Alice successfullygetting the signature of Bob on a malicious message is 1=p, which can bemade as small as desired.4.3 Anonymous communications using mix-netsA mix-net is a useful tool whenever unlinkability of sender and recipientis desired in a certain communication application. Mix-nets are currentlymainly used to allow anonymous e-mail communications. Note that even ifneither authentication nor digital signatures are used in a certain communi-cation, tra�c analysis is still possible. Communication protocols send data6



encapsulated in packets, which contain concrete headers including source anddestination addresses.The concept of a mix was introduced by Chaum [Cha81]. Brie
y, a mix isan entity that, in addition to forwarding incoming messages, hides the rela-tionship between incoming and outgoing messages. This is done by groupingtogether a number of incoming messages, and shu�ing them before forward-ing them. In order to avoid content correlation between incoming and outgo-ing messages, all messages to a mix need to be encrypted in such a way thatsuccessive encryptions of the same message give di�erent results. This canbe easily achieved using enveloping procedures where a random session key isinvolved. It is also necessary to have all messages of uniform length. Other-wise, every outgoing message could be correlated to the incoming message(s)of the same length. Random padding is normally used for this purpose.Using a mix as a common message forwarder for a group of communicat-ing users, unlinkability of sender and recipient is assured to anyone except themix itself. This means that the mix has to be honest. To relax this assump-tion, a mix-net is constructed, by cascading several mixes. Messages sent to amix-net are successively enveloped to be readable only to the intended mix,in turn. Each mix receives messages from the previous hop (either a user|in the initial step| or another mix |in intermediate steps|). Digitalenvelopes are opened and the resulting contents are shu�ed before being for-warded to the next mix, which operates in the same way. The last mix of thecascade performs the last shu�ing and delivers messages to the �nal intendedrecipients. Using a mix-net, only a single mix of the cascade is required to behonest in order to prevent other mixes from breaking unlinkability of sendersand recipients.4.4 Vote-tagsThe use of vote-tags was �rst devised in [Sak94], to allow open objections tothe tally (i.e. to allow a voter, whose ballot has not been counted, to claimwith no need to reveal in which way he actually voted). Nonetheless, vote-tags solve also a related problem, which is posed by the use of previouslypresented cut-and-choose techniques.Brie
y, a vote-tag is a piece of data which reveals no information of thevote itself but that is intrinsically linked to it. There is no formal de�nition ofa vote-tag. Nevertheless, a vote-tag must ful�ll two compulsory conditions:7



1. Given a certain vote-tag alone, it has to be hard (or even better, im-possible) to discover the corresponding vote.2. A vote has to be bound to the corresponding vote-tag in such a waythat it is hard to create a di�erent valid vote without modifying thevote-tag. This statement assumes knowledge only of the vote and thevote-tag, and not of any other related information.In [Sak94], vote-tags were presented as the public component of asymmet-ric key pairs randomly generated by voters during the vote casting protocol.If the vote itself is signed with the private key corresponding to the public keyused as vote-tag, then the above conditions are satis�ed. First, it is obviousthat a random public key alone does not reveal any information about thevote. Second, to create another valid vote while keeping the correspondingoriginal public key intact, requires knowledge of the private key used in thesignature.However, the use of public keys as vote-tags has a practical problem.The generation of a pair of asymmetric keys requires some time. It wouldnot be a problem if only one vote-tag was needed to cast a ballot, but cut-and-choose techniques force the voter to generate many (ten, twenty, maybe one hundred) pairs of asymmetric keys. This is not very convenient. Forthis reason, we suggest the use of one-way hash functions as vote-tags (see[Pre93] for a very comprehensive treatment of one-way hash functions). Inthis way, a vote-tag is just the result of applying a one-way hash function tothe vote. To compute this value is many orders of magnitude faster than togenerate an asymmetric key pair. Still, a vote-tag calculated as the result ofa one-way hash function over the vote, ful�lls the required conditions. Thiscomes straightly from the properties of one-way hash functions.5 Generic exampleThe following notation will be used in the presentation of the example:� V : A particular voter.� V C: Voting centre (ballot collecting authority).� Sentity(M): The digital signature of messageM created with the privatekey of entity over a digest of M . For our purposes, Sentity(M) denotesboth M in clear and the related signature bit-string.8



� M1 j M2: Concatenation of messages M1 and M2.� vote: A data string which uniquely identi�es one of the voting options.� vote-tag: The vote-tag which vote is bound to.� ident: A data string identifying the current election (e.g. the date).Figure 1 summarizes the main steps involved in the voting phase of atypical electronic voting scheme. Normally, any interaction between votersand the voting centre starts with a bilateral authentication and the establish-ment of a security context for the voting session. In this way, step one of ourgeneric voting scheme could consist of using the GSS-API protocol [Lin93] toachieve these objectives. Following the GSS-API protocol, voter and votingcentre have authenticated each other and are able to exchange further datausing con�dentiality, authenticity and integrity services. Due to the initialauthentication, the voting centre knows exactly who is contacting it. At thispoint, the electoral roll has to be consulted to check if that particular useris an eligible voter or not. In the negative case, the protocol is stopped.Otherwise, the user is allowed to vote. The voting procedure will consist, insummary, of obtaining a valid ballot for the current election (action whichmust require the involvement of the voting centre) and, later on, sending theballot anonymously to the voting centre.A possible way to obtain a valid ballot for the election would be to havethe desired vote signed by the voting centre. By using a blind signaturemechanism, this could be achieved while at the same time preventing thevoting centre from knowing the vote. However, cut-and-choose techniqueswould break this privacy. To overcome this inconvenience, the voting centrehas to be required to blindly sign a vote-tag, instead of the vote itself. In thisway, after the voter has chosen the vote to be cast, he constructs an adequatevote-tag (for example, he computes a hash value of the vote). Afterwards, anidenti�er of the current election is appended to this vote-tag. This whole datastructure is blinded, as explained in previous section, and sent to the votingcentre in step two. Actually, the voter generates (and blinds and sends) asmany adequate vote-tags as required by the cut-and-choose technique. Thisis easily reached by, for example, appending di�erent random paddings to thevote before computing the hash value of it. Note that the fact of unblindingall but one vote-tags does not allow the voting centre to know in which waythe voter is voting. Finally, one of the vote-tags is blindly signed by the9



VOTER VOTINGCENTREstep 1 � -GSS-APIstep 2 -vote-tag j ident (blinded)step 3 � SV C(vote-tag j ident) (blindly signed)step 4 -SV (V j ident)step 5 -vote; SV C(vote-tag j ident) (anonymously)Figure 1: Generic example of ballot casting procedure.
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voting centre and sent back to the voter, in step three. After this is done,the voting centre should update the electoral roll, crossing o� that particularvoter's entry. If the same voter tries to contact again the voting centre, hisconnection will be refused.At this point of the protocol, the voter owns a proof that his vote is avalid vote for the current election. Such proof consists of the voting cen-tre's signature over a hash function of the vote, together with the election'sidenti�er. In the following, we will call both data strings, vote and signedvote-tag, as a validated ballot. Once the voter owns a validated ballot, he isrequired to send a proof of this fact to the voting centre. For this reason, instep four, the voter sends to the voting centre a signed string containing hisidentity and the election's identi�er. The usefulness of this data will becomeclear in next section.Validated ballots have to be sent to the voting centre. However, suchcommunication step (number �ve on the Figure) must be made somehowanonymously. A very simple approach could be to use voting booths (i.e.several �xed computer terminals on the network) from where voters couldcast their ballots in an absolutely anonymous way. However, this approach(in addition of requiring two sessions) clearly violates the mobility of voters.For these reasons, mix-nets are normally used to allow voters to send theballots to the voting centre, from their own usual network addresses. Byusing a mix-net, the voting centre is not able to correlate received ballotswith original ballots introduced to the mix-net by voters. Still, the votingcentre is able to verify that the received ballots are valid for the currentelection because of its own signature over the accompanying vote-tags.During the voting phase, the described protocol is executed by every voterand the voting centre. Following the end of this phase, the construction of thetally has to be initiated. Very frequently, the references on electronic votingschemes do not make concrete about who is really deciding when the votingcentre stops accepting ballots and starts the counting process. More realisticis the scheme in [BR96], since it introduces the de�nition of an electoralboard that operates the voting centre. The electoral board is constitutedas a subset of voters who follow speci�c procedures to manage the votingcentre during every voting phase. A secret sharing scheme is used to avoiddishonest members of the board a�ecting the election.After the voting centre has tabulated adequately all ballots, the tally mustbe published on the network. Following our generic example, the publishedtally would comprise two separate lists, according to the format shown in11



vote SV C(vote-tag j ident)���� SV (V j ident)����Figure 2: Format of the published tally.Figure 2. The list on the left contains all ballots, while each entry of the liston the right represents a non-abstaining voter. Note that no correlation ispossible between both lists since ballots have been cast through a mix-net,and therefore they are randomly ordered.6 DiscussionAfter outlining the general process of casting a ballot in an electronic vot-ing scheme, we turn now to discuss how the previously presented securityrequirements are ful�lled.6.1 AccuracyAccuracy of electronic voting schemes requires that validated ballots can notbe altered or eliminated. In addition, only validated ballots must be countedin the �nal tally. Authenticity of ballots is fundamental to achieve all theserequirements. For this reason, authenticity (and, consequently, accuracy) isnormally assured through digital signatures.In our particular case, a validated ballot means a vote whose vote-taghas already been (blindly) signed by the voting centre. Referring back tothe properties of vote-tags, they assure that no vote can be modi�ed withoutmodifying the accompanying vote-tag. Note that only the voting centre isable to modify vote-tags because they are all signed by it. Therefore, onlythe voting centre is able to modify a vote (by previously modifying the vote-tag and signing it again). However, if a vote-tag is modi�ed by the votingcentre, the fraud can be proved to any third party by the a�ected voter byshowing the original vote-tag, which is signed by the voting centre. The12



use of vote-tags in this way allows to do open (public) objections to thetally, which means that the voter is able to prove the fraud with no need toreveal the vote cast. As a conclusion, validated ballots cannot be altered,not even by the voting centre. Certain forms of vote-tags (e.g. public keys,as suggested in [Sak94]) allow the voter to alter his own ballot before castingit (i.e. before step �ve). This means, in practice, that the voter could changehis mind within a given period of time. Other forms (e.g. hash functions assuggested in this report) do not allow even the voter to alter his own ballot.If a validated ballot is eliminated from the �nal tally, the a�ected voteris able to do an open objection, following the same procedure as before.Finally, note that only the voting centre could be able to add invalidballots to the tally because it is the only entity that is authorized to sign vote-tags. The voting centre could therefore create apparently valid ballots andin this way forge the tally. A possible way to prevent the voting centre fromadding ballots on its own, consists of publishing the list of ballots togetherwith the list of voters who have voted (data collected from voters during stepfour of the presented protocol). In this way, the number of entries in the listof ballots should be equal than the number of voters who have contactedthe voting centre. If there are more ballots than voters, it means cheatingby the voting centre (assuming that all voters really accomplished step fourof the protocol). However, if the number of tabulated ballots is smallerthan the number of voters who obtained a valid ballot, it could either meanthat some voters did not bother voting �nally, or that the voting centrehas removed validated ballots from the tally. In the presented example ofvoting scheme, there is no way to �nd out who is really the cheater. In suchconditions, some assumptions have to be made (for example, it has to beassumed that any voter who obtains a validated ballot, will �nally cast it).This kind of assumptions (even though not desired) are not uncommon inelectronic voting schemes because of the di�culties of achieving all securityrequirements simultaneously. Actually, one of the goals of researchers in thisarea is to restrict the number of such assumptions.6.2 DemocracyDemocracy has to be assured through proper authentication of voters to thevoting centre, which handles the electoral roll. Therefore, access control tothe �le that implements the electoral roll is needed, too. The format andstructure of this �le varies from voting scheme to voting scheme. It may13



be implemented as a locally stored database with an application-dependentformat. On the other side, it may be supported by a distributed, open andstandardized information service, such as the ITU-T X.500 Directory Service[CCI88a]. Be that as it may, secure access to the electoral roll has to beguaranteed. In this way, authorization policies may be enforced. Only theadequate voting authority must be able to add eligible voters to the electoralroll, and only the ballot collecting centre must be able to set the booleanattribute which indicates that a particular voter has already voted.Furthermore, in the proposed example, the voting centre itself can alsobe prevented from attacking the democracy property without being detected.However, in order to reach this feature, the assumption that any voter whoobtained a valid ballot will �nally cast it, must be made. Given such as-sumption, if the voting centre signs vote-tags for non-eligible users (or signsmore than one vote-tag to the same eligible voter), this will be re
ected whenthe tally is published. The list of ballots would contain more entries thanthe list of eligible voters who voted. Therefore, these cases can be treatedanalogously as if the voting centre added ballots on its own.6.3 PrivacyPrivacy consists of three properties: anonymity, uncoercibility and fairness.We will discuss each in turn.6.3.1 AnonymityAnonymity is probably the cornerstone of electronic voting schemes. We havede�ned anonymity of ballots as the property that nobody is able to link anyballot to the voter who has cast it. In practice, this requirement is howevernormally relaxed and there is usually someone who is able to link ballots tovoters. Actually, there are no obvious solutions to anonymity since it is, insome way, contradictory to the democracy principle. How can the votingcentre receive ballots from very well identi�ed voters and still be not able tolink these ballots to the corresponding voters?Electronic voting schemes can be usually classi�ed into two main groups,according to how they answer previous question. First group, less numerous,is well represented by its earliest proposal [BY86]. The fundamental princi-ple of these voting schemes is to break the voting centre into di�erent parts.Anonymity is assured to the extent that all parts will not conspire against the14



voter. Individual ballots are divided up among the di�erent parts of the vot-ing centre. Each part tallies the piece of ballot it receives (there are protocolsto verify that the tally is correct), and the �nal result of the election comesfrom the sum of all tallies. However, this group of electronic voting schemesshows several practical problems. Basically, they require great amount ofcommunication and processing to cast a single ballot. Moreover, votes arerestricted to a yes/no format. For these reasons, most of the proposed elec-tronic voting schemes belong to the second group.Second group of voting schemes relies on the existence of an anonymouschannel between voters and the voting centre. Normally, such anonymouschannel takes the form of some kind of mix-net as de�ned in Section 4. Useof an anonymous channel to cast ballots requires that every ballot includesan authorization from the voting centre, to preserve democracy. Again, thereis no single solution to the way of constructing these authorizations. Thereare mainly four alternatives. First alternative consists of breaking the votingcentre into two di�erent agencies, one issuing authorizations and the otherreceiving ballots. However, if these two agencies collude, anonymity is de-feated. The second alternative uses physically protected voting booths andzero-knowledge proofs of knowledge [GMR85]. However, use of voting boothsin electronic voting schemes is not desired at all, as it will be explained later.Third alternative, well represented by [NSS91], is based on the all-or-nothingdisclosure of secrets (ANDOS) protocol [BCR86]. This protocol is used inorder to anonymously distribute authorizations among voters. However, thecomplexity of the ANDOS protocol is much greater than that of the techniqueused by the fourth alternative, while the bene�ts are exactly the same. Thefourth manner of issuing valid authorizations is through the use of blind sig-nature mechanisms (technique explained in Section 4). Due to the simplicityof this technique, the most widely accepted way of achieving both democracyand anonymity in electronic voting schemes is by combining blind signaturesand, at some stage of the voting process, an independent mix-net. This isthe alternative chosen for our example.Note that if a mix-net is used as anonymous channel between voters andvoting centre, at least one of the mixes must remain honest. If all mixescollude, they are able to defeat anonymity. For this reason, the announcedanonymity requirement becomes in practice slightly relaxed. Since at leastone of the components of the mix-net must be trusted, some voting schemeseven adopt the approach of skipping the use of any anonymous channel anddirectly trusting the voting centre. The voting centre would publish all bal-15



lots after the voting period, without making public the origin of each ballot.Evaluation and certi�cation of the hardware and software components ofthe voting centre become compulsory in those cases, together with a certaindegree of tamper-proo�ng.6.3.2 UncoercibilityThe second privacy factor was introduced in [BT94] and named uncoercibil-ity. Voters can be coerced basically in two ways. Either votes may be boughtor voters may be intimidated in order to cast a particular vote. Both pro-cesses require the voter to prove the coercer in which way he voted. Thisis straightforward in almost all electronic voting schemes due to the votingreceipts given at voting time by the voting centre to voters (step three of ourexample). As we have seen, a voter uses his receipt to prove forgeries on thetally if his ballot has not been properly counted (preservation of the accuracyrequirement). However, the same receipt can also be used by a coercer orvote buyer to obtain proof of the vote cast. Accuracy somehow contradictsuncoercibility.If voters are not able to prove in which way they voted, there is nopossibility for a third party to coerce them with certainty of success. Suchapproach has led to receipt-free systems. Receipt-freeness of electronic votingschemes has been studied in [BT94], [NR94], and [SK95]. However, all threeproposals are based on cumbersome physical assumptions, not far from thoseencountered in traditional elections. Voters are required to cast their ballotsfrom a physically isolated voting booth or to use untappable communicationchannels. Note that the latter also forces the voter to be located at someparticular place. Such physical assumptions do not �t well with the notion ofpractical electronic voting schemes to be utilized over computer networks. Inparticular, the mobility of voters is clearly not considered. In fact, the onlyadvantage gained over traditional methods is the increment of both speedand ease during the ballot counting process. Nonetheless, this can also bereached just by changing the traditional paper-based ballots by magneticcard ballots read by an electronic ballot box.More recently, in [RBR98] we introduced the concept of receipt-hiddenschemes, to overcome the inconveniences of receipt-free schemes. In thisway, we presented an uncoercible voting scheme which does not restrict at allthe mobility of voters. This is achieved through the use of tamper-resistantsmartcards which, in some way, act as mobile physically protected voting16



booths. Anyway, uncoercibility seems to need some special hardware to besolved. For clarity, we have not included in the proposed example any of thetechniques used to provide uncoercibility. As a consequence, the examplebecomes a coercible voting scheme. Note that the voter has a proof of thevote cast. If vote-tags are implemented as a public key, the proof consistsof the related private key, and lasts for ever. If vote-tags are implementedas one-way hash functions, a voter can prove to a coercer in which way hevoted only by successfully guessing the exact bit-string that constitutes hisballot, prior to the publication of ballots. Therefore, the proof lasts in thiscase only until the publication of the tally, but not after.6.3.3 FairnessThe property of fairness, introduced by [FOO92], requires that all ballotsstay secret until the voting phase has ended. The objective is to preventanyone (normally the voting centre) from knowing intermediate results of thevoting. Such knowledge could be used to a�ect other voters' behavior. Thevoting scheme in [FOO92] solves fairness by using a bit-commitment protocol[Nao89]. Such protocol assures that a voter cannot change his mind after hisballot is cast, while it prevents the voting centre from having knowledgeof the ballot as long as the voter desires. However, such scheme has somedrawbacks. First, the voter is involved in two anonymous sessions with thevoting centre. Second, and worse, a voter can cheat the bit-commitmentprotocol and there is no way to decide whether the cheater is the voter orthe voting centre.In our example, fairness could be (not very conveniently) assured by re-quiring all mixes of the mix-net to delay forwarding ballots until the votingphase is ended. Again, a single mix honest assures that the voting centredoes not receive ballots until the end of the voting phase. Fairness would bedefeated if all mixes of the mix-net, together with the voting centre, collude.6.4 Veri�abilityVeri�ability of electronic voting schemes is usually very related to accuracy.In the presented example, veri�ability is assured because ballots that arepublished in the �nal tally contain both the vote and the signed vote-tag. Inthis way, every voter just has to look in the tally for his own vote-tag. Incase his ballot has not been properly counted, the voter is able to do an open17



objection, as it has already been commented. However, note that this kindof objections could in practice reveal in which way the voter voted. Eventhough the exact vote itself is not revealed, it can be more or less deducedfrom the conjecture that one would not trouble to make objection if theresult of the election is favorable, despite of the treatment of his vote. Tosolve this problem, [Sak94] proposes to separate the time to disclose acceptedballots and the time to announce the result of the election. The proposedidea is based on announcing the accepted ballots encrypted by the votingcentre's public key prior to publishing the tally itself. In this way, even if avoter makes an objection, it purely means his ballot is not counted, and notbecause he does not like the result.7 ImplementationSo far, electronic voting schemes have been presented mainly from a theoret-ical point of view, without considering too many practical issues. Actually,some of the current proposals of electronic voting schemes are still designedwithout caring about the complexity of their possible real implementations.Consequently, the computation and communication costs usually prevent thedevelopment of a practical product. Currently, there are not too many al-ready implemented electronic voting schemes. Among them, [BR96], [CC96],and [Hwa96] are counted. However, even though the implementation of elec-tronic voting schemes is still not mature, [CC96] exposes three extra proper-ties desired in the case of implementable schemes:� Convenience: A voting scheme is convenient if it allows voters tocast their ballots quickly, in one session, and with minimal equipmentor special skills.� Flexibility: A voting scheme is 
exible if it allows a variety of ballotquestion formats including open ended questions.� Mobility: A voting scheme is mobile if there are no restrictions on thelocation from which a voter can cast a ballot.Traditionally, electronic voting schemes assume restricted environmentsinvolving a single voting centre. Therefore, the number of voters is not ex-pected to be large and the implementations (where they exist) are typically18



operated on a LAN. A single voting centre is clearly not enough when thenumber of voters is potentially very large (nation-wide elections, for exam-ple). The ballot box and the electoral roll �les could grow to unmanageableproportions. Even worse, the voting centre itself would become a bottleneck.Therefore, in addition to the mentioned properties, we suggest a new extraproperty needed in case of large scale elections:� Scalability: A voting scheme is scalable if it allows any number ofvoters to participate in the election.In [RBR97] we o�ered a solution to the scalability of electronic votingschemes based on the concurrent operation of a set of electoral colleges.Each electoral college acts as a voting centre, receiving ballots only froma small group of registered voters. However, such approach requires somemechanisms to assure the coordination of all electoral colleges. Several openquestions appear that must be addressed. To list a few examples, distributionof voters while assuring the democracy property, coordination of the openingand closing times assuring fairness, management of a distributed electoralroll, or secure computation of the global tally from partial results.The hierarchical topology shows to be an e�ective way to help solve theseproblems, while keeping the system fully scalable. In Figure 3, an example ofvoting hierarchy is depicted. The leaves of the voting tree represent electoralcolleges. Intermediate nodes act as counting centres. The main task of acounting centre is to join all partial tallies corresponding to its subtree. Out-comes are delivered bottom-up through the tree until they reach the root,which performs the computation of the global tally and publishes it. Thislast entity is not only a counting centre, but it also creates and maintainsthe electoral roll, and it does some administrative and security tasks relatedto the election. Actually, it represents the electronic version of the o�cialorganization that is in charge of conventional elections in most countries. Wenamed it the national voting authority.ITU-T X.500 Directory Service [CCI88a] plays a central role in the pro-posed scalable electronic voting scheme. It allows the distribution of a largeelectoral roll in a reliable, standardized, and secure manner. Furthermore,the whole coordination of voting authorities is strongly based on secure accessto a collection of speci�cally de�ned object entries stored in the Directory.The hierarchical model, supported by X.500 Directory, allows to design animplementable solution which may be operated over a WAN or a group of19
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